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Device and Meth od for Checking the Authe nticity of a Forgery- 
Proof Marking 



5 The invention relates to a device and a method for checking 
the authenticity of a forgery-proof marking with colors which 
change depending on the angle of observation. 

Such markings are used to identify bank notes and other fi- 
10 nancial products such as securities, checks, admission tick- 
ets and similar, as well as for product and brand protection. 
Such markings are also being used increasingly in security 
technology. They are used there for example to mark access x 
IDs. 



In accordance with the' state of technology it is generally 
known that colors can be determined on surfaces with the aid 
of spectrometers. From US 5,369,481 as well as US 4,968,143 
devices for the measurement of colors are known which use the 

20 measuring principle of the so-called Ulbricht 1 s sphere. With 
this the surface is illuminated with white light at various 
angles. The diffused light is acquired at a fixed angle and 
spectrally analyzed. The known devices are expensive. They 
are not suitable for measurement of colors which change de- 

25 pending on the angle of observation. 

From US 5,042,893 a device is known for spectral analysis. 
With this the reflected light from a sample is coupled into a 
light-conducting fiber and conducted to a spectrometer. There 

30 it is split spectrally and the intensity of the spectrally 
split light is measured with a photo diode bank. The device 
is particularly expensive due to the required light- 
conducting fiber optics. It is not immediately suitable for 
measuring of colors which change depending on the angle of 

35 observation . 



15 
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US 6,285,452 describes a device for measuring colors during 
which the surface of a sample is irradiated without using 
light-conducting fiber optics. The light thrown back by the 
5 sample is analyzed spectrally. This device also requires ex- 
pensive spectral-splitting components. It is also not suit- 
able for the measurement of colors which change depending on 
the angle of observation. 

10 From WO 02/18155 A2 a forgery-proof marking is known. The 

marking has colors which change depending on the angle of ob- 
servation. These so-called tilt-angle colors are created by a 
cluster layer positioned at a specified distance from a metal 
layer. Tilt-angle colors created like this have a particu- 

15 larly distinct and characteristic spectrum. 

Moreover from DE 44 34 168 Al or DE 199 62 779 Al for exam- 
ple, devices are known which determine the quality of color 
surfaces. Such devices are used to determine the color and 
20 gloss of the surface. However such devices are not suitable 
for the determination of tilt-angle colors. 

The object of the invention is to eliminate the disadvantages 
in accordance with the state of technology. In particular a 
25 device and a method are to be specified with which the 

authenticity of a forgery-proof marking can be checked easily 
and inexpensively. 

This object is solved by the features of claims 1 and 25. 
30 Useful embodiments result from the features of claims 2 to 24 
and 2 6 to 49. 

According to the invention a device is provided to check the 
authenticity of a forgery-proof marking with colors which 
35 change depending on the angle of observation, with 
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a) several first light sources which emit light in a speci- 
fied spectral range, wherein the light sources differ in the 
wavelength of their emission maximum, and wherein the first 

5 light sources in a housing are positioned so that they irra- 
diate the surface at a specified first angle when the housing 
is placed on top of the surface, 

b) a first means, located at a second angle, of measuring the 
10 intensity of the light reflected from the surface, and 

c) a means of automatic comparison of the measured intensi- 
ties with the reference intensities stored for the particular 
light sources for at least one specified color. 

15 

The suggested device has a simple design. In particular there 
are no expensive spectral-splitting components. With the sug- 
gested device the light reflected by the surface is not spec- 
trally split up. Instead, light in several different wave- 
20 lengths is beamed to the surface and their reflected intensi- 
ties are measured. These are compared with reference intent - 
sities which were previously measured for at least one speci- 
fied color. Such a device can be implemented with relatively 
inexpensive, available components. 

25 

According to an embodiment several second light sources emit- 
ting in a specified spectral range are provided, wherein the 
second light sources differ from one another in the wave- 
length of their emission maximum, and wherein the second 

30 light sources in the housing are positioned so that they ir- 
radiate the surface at a specified third angle when the hous- 
ing is placed on top of the surface. The provision of second 
light sources which irradiate the surface at a specified 
third angle permits the colors to be determined in dependence 

35 on the angle of observation. This makes it particularly easy 
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to identify tilt-angle effects as they are particularly used 
for forgery-proof marking of bank notes or similar. 

It is useful that a second means located at a fourth angle is 
5 provided for the measurement of the intensities of the light 
reflected by the surface. The provision of such a second 
means of measuring the intensities ensures particularly reli- 
able recognition and determination of the colors. For example 
it is possible to irradiate the surface via the first light 

10 source to determine colors and to acquire the reflected light 
both with the first and the second means of measuring the in- 
tensities of the light reflected by the surface at different 
angels. This permits a particularly reliable color determina- 
tion. At the same time the provision of the second means of 

15 measuring the intensities of the reflected light also permits 
the determination of the colors which change depending on the 
angle of observation. 

It has been shown to be advantageous that the specified spec- 
20 tral range at half maximum intensity has a width of less than 
100 run, preferably less than 50 nm. The width at half maximum 
intensity is also called the half-value width or full-width- 
at-half-maximum (FWHM) . The use of light-emitting diodes, la- 
sers or the free ends of the thereby connected light- 
25 conducting fibers has been shown to be useful. Light-emitting 
diodes can also be used which can emit light at different 
wavelengths. It is advantageous that the means of measuring 
the intensities has at least one photo diode. 

30 According to a further embodiment the first angle is equal to 
the second angle so that the light irradiated on the surface 
is measured specularly reflected at the second angle. With 
this the first light sources and the first means of measuring 
the intensities are thus arranged at the same angle with ref- 

35 erence to the normal on the measuring point. With the sug- 
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gested arrangement the reflected intensities are maximal. 
This increases the reliability and the speed of the measure- 
ment . 

5 According to a further embodiment feature , the third angle is 
equal to the fourth angle so that the light beamed onto the 
surface at the third angle is measured specularly reflected 
at the fourth angle. This permits a particularly reliable de- 
termination of the colors which change depending on the angle 
10 of observation. 

According to a further embodiment, the first and the third 
angle differ from each other and are located in a range from 
5° to 60°, preferably from 15° to 45°. Intensities are re- 
15 fleeted under the aforementioned angles which are well suited 
for measuring. 

According to a further advantageous embodiment, a unit is 
provided for the sequential illumination of the surface with 
20 the light sources and for measurement of the particular in- 
tensities of the reflected light in a defined sequence. 

Moreover it is advantageous that the emission maximum of the 
light sources is in the near UV, in visible or in the IR 
25 spectral range. Particularly suitable are light sources in 
the wavelength range from 350 nm to 1000 nm. 

According to a further embodiment, duration of the illumina- 
tion and the measurement is specified in dependence on the 

30 luminance characteristic of each of the light sources and/or 
the measuring characteristic of the means of measuring the 
intensities. A suitable unit for the control of the duration 
of illumination and measurement is provided for this. The lu- 
minosity of the light sources depends to a great extent on 

35 the emitted wavelength. To obtain comparable measuring sig- 
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nals, it is useful to adjust the luminance duration of the 
individual light sources in dependence on their emitted wave- 
length. In the same way the duration of measurement is ad- 
justed to the measuring characteristic of the means of meas- 
5 uring the intensities. 

According to a further embodiment, mechanical, electronic or 
technical software units are provided for the offset of back- 
ground light. Background light, surrounding light for exam- 

10 pie, affects the measuring signal. Using the mechanical 

units, surrounding light is screened out as much as possible. 
It is also possible to consider remaining light which arrives 
at the means of measuring the intensities when the light 
sources are off. A so-called dark measurement can be per- 

15 formed either before or after the actual color measurement. 
Moreover undesired interference signals such as freguencies 
of 50 Hz or 100 Hz can be separated from the actual measuring 
signals with electronic filters or software-supported fil- 
ters . 

20 

According to a further embodiment, at least 3 and not more 
than 12 first and/or second light sources are provided. The 
number of light sources which are used affects the accuracy 
of the color determination. For reasons of space and arrange- 
25 merit, it has been shown to be particularly advantageous to 
use between 4 and 7 light sources per measuring angle. 

According to a further embodiment, the means is equipped with 
a micro-controller for automatic comparison or to calculate 

30 the coordinates of the color range. Reference intensities or 
coordinates of the color area can be stored on the micro- 
controller and compared with the measured values. It is use- 
ful that an indication device, preferably a display or one or 
more additional light-emitting diodes, is provided to indi- 

35 cate the result determined by the comparison. The indication 
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device can also be integrated in an external unit such as, 
for example, PDA or laptop which exchanges data with the de- 
vice via a cable or via wireless connections. Such an indica- 
tion device makes it possible, for instance, to also allocate 
5 an origin parameter to an identified tilt-angle color and 

output this with the indication device. Markings can thus be 
identified with encrypted information about distribution 
routes, origin or for logistic purposes in a way which cannot 
be recognized during transportation. 

10 

It is useful that a unit for modulation of the light sources 
is provided to separate the interference signals from the 
measuring signals . 

15 It has been shown to be particularly advantageous that the 

forgery-proof marking has a first layer which reflects elec- 
tro-magnetic waves and is connected to an object, on which 
layer an inert second layer with a specified thickness is 
provided which can be penetrated by electro-magnetic waves, 

20 and wherein a third layer created from metallic clusters is 

applied to the second layer. The "object" is the object to be 
marked, for example, a bank note, a label or similar. The 
suggested marking is particularly resistant to forgery. The 
colors have a characteristic spectrum. It is particularly no- 

25 table that, when such a marking is reproduced, the same col- 
ors can always be observed for the same tilt angles. This 
makes it possible to automatically check the authenticity of 
the marking. 

30 The device as provided by the invention is particularly 

suited for checking the authenticity of the suggested for- 
gery-proof marking. To this extent, the device provided by 
the invention and the forgery-proof marking together form a 
coordinated system or a kit to ensure the authenticity of ob- 

35 jects. 
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According to a further embodiment, at least one of the layers 
can have a structure. The structure can be a structure in the 
area like a pattern or a drawing. However it can also be a 
5 relief-type structure. In this case, the marking appears in 
different colors. 

According to a further embodiment feature, an inert fourth 
layer is provided which covers the third layer and which can 
10 be penetrated by electro-magnetic waves. The fourth layer is 
used essentially to protect the covered layers. 

The metallic clusters can be made of silver, gold, platinum, 
aluminum, copper, tin, iron, cobalt, chromium, nickel, palla- 

15 dium, titanium or indium, for example. The second and/or 

fourth layer can be made of the following materials: metal 
oxide, metal nitrite, metal carbide, particularly of silicon 
oxide, silicon nitrite, tin oxide, tin nitrite, aluminum ox- 
ide, aluminum nitrite or polymers, in particular polycarbon- 

20 ate (PC), polyethylene (PE), polypropylene (PP), polyurethane 
(PUR), polyimide (PI), polystyrene (PS), polyethylene tereph- 
thalate (PET) or polymethacrylate (PMA) . These materials are 
essentially chemically inert. They are not sensitive to mois- 
ture. The function of the second layer essentially consists 

25 of permanently establishing a specified distance to the third 
layer and/or a specified structure. 

According to a further embodiment, it is provided that a 
unique identifiable coloring is recognizable at a distance of 
30 less than 2 pm between the first and the third layer. The 

coloring depends on the angle of observation and is charac- 
teristic . 

According to a further embodiment feature, it is provided 
35 that the layers will be made at least partially using thin- 
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film technology. In particular, vacuum coating technologies 
such as PVD or CVD as well as printing technologies such as 
gravure printing can be used. 

5 Also according to the invention, a method is provided for 
checking the authenticity of a forgery-proof marking with 
colors which change depending on the angle of observation 
consisting of the following steps: 

10 aa) Irradiation of the surface with several first light 
sources which are emitting light in a specified spectral 
range at a first angle, wherein the light sources differ from 
each other in the wavelength of their emission maximum, 

15 bb) Measurement of the intensities of the light reflecting 
from the surface at a second angle, and 

cc) Comparison of the measured intensities with the stored 
reference intensities for the particular light sources for at 
20 least one specified color, or calculation of the coordinates 
of the color range. 

The suggested method is simple and can be performed without 
great technical effort. In particular, no expensive spectral- 
25 splitting components are required. Notwithstanding, the sug- 
gested method permits the reliable determination of the 
authenticity of forgery-proof markings with colors which 
change depending on the angle of observation. 

30 The advantageous embodiments of the method correspond to 
those of the device and can be applied accordingly to the 
method in the same way. 

Examples will now be used to describe the invention in more 
35 detail based on the drawing. The figures are listed below: 



4 32 997-november-an-engl 



10 



Fig. 1 A schematic cross section view of a measuring head 
of the device, 

5 Fig. 2 Arrangements of light sources, 

Fig. 3 A block circuit diagram of the device, 

Fig. 4 Measuring results of the absorption measurements at 
10 different angles of illumination, 

Fig. 5 A schematic cross section view of a first 
continuously visible marking, 

15 Fig. 6 A schematic cross section view of a second 
continuously visible marking, 

Fig. 7 Absorption spectrums of a marking as per Fig. 5 
at different angles of observation and 

20 

Fig. 8 A quantitative evaluation of the spectrums as per 
Fig. 7 at different wavelengths. 

Fig. 1 shows a measuring head of a device for determination 
25 of colors applied to a surface which colors change depending 
on the angle of observation. 1 indicates a group of first 
light sources with which the measuring point M located on a 
surface O of the sample can be illuminated at a first angle 
oil. A first photo diode 2 is located at a second angle a2 . 
30 Moreover the measuring head contains a group of second light 
sources 3 at a third angle (31. A second photo diode 4 is pro- 
vided at a fourth angle (32. The first angle otl and the second 
angle oc2 have the same size on the measuring point M with 
reference to a normal N. In addition the lines related to the 
35 two angles as well as the normal N are located in one plane. 
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In the same way the third angle pi and the fourth angle (32 
are equal in size with reference to the normal N. Also the 
lines of these two angles are located in one plane with the 
normal N. Light sources 1, 3 and photo diodes 2, 4 are 
5 mounted in a common, light-impermeable housing 5 which has a 
measuring opening 6 in the floor. 

Both with the first light sources 1 and the second light 
sources 3, the light-emitting diodes may have an emission 

10 spectrum of a half value width of less than 50 nm. The emis- 
sion maximums of the light-emitting diodes each differ from 
one another. Notwithstanding, it is useful that the first 
group of light sources 1 and the second group of light 
sources 2 each have the same number of light-emitting diodes 

15 with the same luminance characteristic. 

Fig. 2 shows different arrangements of the first light 
sources 1 and the second light sources 2. The first light 
sources 1 can consist of at least 3 and not more than 12 dif- 

20 ferent incandescent elements. It is particularly preferable 

that the first light sources 1 and the second light sources 2 
consist of 7 different incandescent elements. In addition to 
light-emitting diodes the incandescent elements can also be 
lasers or the one end of light-conducting fibers whose other 

25 ends are connected to a light source such as for example a 
light-emitting diode or a laser. 

Fig. 3 shows a schematic block circuit diagram of the layout 
of a device provided by the invention. A micro-controller 7 

30 is equipped with several inputs/outputs port A, port B, port 
C, port D, a micro-processor CPU, an analog-digital converter 
AD/DA, a random access memory RAM, a hard-drive, electrically 
erasable, programmable, read-only memory EPROM as well as an 
RS 232 interface and an ICP interface for the connection to 

35 external data processing units such as for example a PC. The 
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input/output port D is connected via a de-multiplexer 8 with 
the first light sources 1 and the second light sources 3. The 
housing 5 has been omitted here for clarity's sake. The first 
photo diode 2 and the second photo diode 4 are connected via 
5 an amplifier 9 and a filter 10 with the input/output port A 
of the micro-controller 7. To control the device, manual but- 
tons 11a, lib are connected with the input/output port C. The 
other input/output port B is used to connect an indication 
device 12 or a light-emitting diode. 13 shows a power supply 
10 unit which can consist of batteries or rechargeable storage 
batteries and voltage regulators for example. 

The function of the device is the following: 

15 The flash program memory of the micro-controller contains a 
specified measuring program. The measuring program can be 
started by pressing the first button 11a after the housing 5 
has been placed on the surface O to be measured. It is useful 
to first measure the background light via the first photo di- 

20 ode 2 and the second photo diode 4. The measured value is 

stored by the measuring program in the random access memory 
RAM. The light sources 1 are then turned on in succession for 
a specified period of time. During the turn-on phase, a meas- 
urement of the reflected intensity is performed for each of 

25 the light sources 1 using the first photo diode 2 and the 
second photo diode 4. The measured values are offset using 
the previously measured values of the background light and 
also stored in the random access memory RAM . After conclusion 
of the measurement, the measured values are compared with the 

30 reference intensities stored in the EPROM. When the measured 
values are within a specified range of reference intensities, 
the measuring program determines that the measured color 
matches the color corresponding to the reference intensities. 
The result is output on the indication device 12. In this 

35 way, not only colors but also colors which change depending 
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on the angle of observation can be determine reliably and 
simply. Such reference intensities can be determined for ex- 
ample with a reference measurement of a specified color and 
then stored. Naturally it is possible to determine reference 
5 intensities for a plurality of specified colors and then 

store them. For example, reference intensities of colors can 
be stored with tilt-angle effects for different channels of 
distribution. The suggested device can then not only be used 
to detect whether the applicable product is authentic but 
10 also whether it was delivered via the correct distribution 
channel . 

The second key lib is pressed to perform a further measure- 
ment. In this case the measurement can begin immediately. The 
15 measured value of the background light which was already de- 
termined can be used to offset the measuring results. 

Instead of a comparison of the measured intensities and the 
reference intensities, it is naturally also possible to cal- 
20 culate the coordinates in the color range on the basis of the 
measured intensities. In this case, the program must be 
changed accordingly. 

To offset the measured values or to separate the measured 
25 values from interference signals, it has been shown to be 

useful to provide a unit to modulate the light sources 1, 3. 
In this case, the light sources 1, 3 are operated with a 
specified frequency during the turn-on phase. The intensities 
measured by photo diodes 2, 4 are only included to the extent 
30 that they can be measured within the observed frequency win- 
dow. Interference frequencies caused by artificial light, 
among others, for example 50 Hz or 100 Hz, can be eliminated 
in this way. For example all non-modulated signals can be 
separated from the modulated signals via lock-in technology. 

35 
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It is useful to load suitable measuring programs or the pro- 
gramming of the micro-controller via the ICP interface. 

It is useful to install the device in a single housing to- 
5 gether with the measuring head so that it is a portable, 

hand-held device. However it is also possible that the meas- 
uring head is connected with a cable to the device. When the 
device provided by the invention is only to be used for sim- 
ple determination of colors on surfaces, it is sufficient to 

10 provide first light sources 1 and the first photo diode 2 
and/or the second photo diode 4. To measure colors which 
change depending on the angle of observation, it is necessary 
to provide first light sources 1 and second light sources 3 
as well as the first photo diode 2 and/or the second photo 

15 diode 4. 

To minimize the total measuring duration with sequential 
measuring methods it has been shown to be advantageous to 
terminate the measuring procedure and to begin again at the 

20 beginning when between 1 and 5 of the measured intensity val- 
ues do not correspond to the stored reference intensities. It 
is particularly advantageous when this termination criterion 
is 3 intensity values. This allows the device to run in a dy- 
namic mode which makes handling simple. As soon as a data re- 

25 cord of measured intensity values which corresponds to the 

reference intensities has been found, the measuring procedure 
is terminated and a positive measuring result is output. To 
restrict total measuring time, the measuring duration is lim- 
ited to 5 seconds for example. If no match of the measured 

30 intensity values with the reference intensities has been 

achieved by then, a negative measuring result is signaled. 

Fig. 4 shows a comparison of the measuring values of a reader 
device which works according to the invention and the meas- 
35 ured values of a commercially available spectrometer (LIGA 
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micro-spectrometer STEAG microParts) . The reader device uses 
an optical head as shown in Fig. 1 and illuminates the sur- 
face of each measured tilt color sequentially with light- 
emitting diodes of the wavelengths 441, 565, 591, 632, 650, 
5 682 and 880 nm. A color changing in dependence on the angle 
of observation was measured at the angles 18° and 42°. From 
the intensity measuring values I obtained from this and the 
maximum reflected intensities I max obtained from an analog 
measurement on a polished aluminum mirror, the absorption A 
10 can be calculated as a percentage. 

A = I/I ma x * 100 

As can be seen in Fig. 4, the absorption values of the de- 
15 scribed reader device very closely follow the curve progres- 
sion of the absorption measured by the spectrometer for both 
measuring angles. 

With the markings shown in Fig. 5 and 6, a first layer re- 
20 fleeting electro-magnetic waves is designated as 14. This can 
be a metallic foil, for example an aluminum foil. However the 
first layer 14 can also be a layer made of clusters which is 
applied to a carrier 15. The carrier 15 can be the object to 
be marked. It is useful when the clusters are made of gold. 
25 Similarly, the first layer 14 shown in Fig. 5 can also be the 
object if its surface is made of a material which reflects 
electro-magnetic waves . 

A chemically inert second layer 16 is applied to the first 
30 layer 14. The second layer 16 has a structure. Here the 

structure is in the form of a relief which, for example, is 
designed like a barcode. It is advantageous that the thick- 
ness of the second layer is between 20 and 1000 nm. It ap- 
plied via thin-film technology. Vacuum coating methods, for 
35 example, are suitable for this. 
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With the marking shown in Fig. 5 and 6, a third layer 17 
which is made of metallic clusters is applied to the second 
layer 16. The third layer 17 in turn is covered by a fourth 
5 layer 18. The fourth layer 18 protects the layers below from 
damage. As with the second layer 16, the fourth layer 18 can 
be made of a chemically inert and optically transparent mate- 
rial, metal oxide, metal nitrite, metal carbide, or polymer, 
for example. 

10 

The function of the marking consists of the following: 

When light from a light source of the device provided by the 
invention shines on a marking shown in Fig. 5 and 6, this 

15 light is reflected on the first layer 14. The interaction of 
the reflected light with the third layer 17 created from the 
metallic clusters causes a portion of the irradiated light to 
be absorbed. The reflected light has a characteristic spec- 
trum. The marking appears in color. The color depending on 

20 the angle of irradiation or observation or the characteristic 
spectrum is the forgery-proof evidence of the authenticity of 
the marking. 

With regard to the parameters which must be adhered to when 
25 interactions are generated, reference is made to US 

5,611,998, WO 98/48275 as well as WO 99/47702 whose disclosed 
contents are herewith included. 

The spectrums of a marking as per Fig. 5 which are shown in 
30 Fig. 7 were measured via a UV/VIS spectrometer lambda 25 of 

"Perkin Elmer" using a reflection unit. From Fig. 7 it can be 
seen that the longer wave peak shifts to shorter wave lengths 
as the angle of observation increases. Moreover a fixed peak 
can be observed which is due to the silver clusters. 

35 
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Fig. 8 shows a quantitative evaluation of the spectrums as 
per Fig. 7 with two different wavelengths each. With the ob- 
served wavelengths, a change in absorption depending on the 
angle of observation is observed. The absorption pattern is 
5 characteristic of the authenticity of the marking. 



4 32997-november-an-engl 



18 



Reference designation list 

1 First light sources 

2 First photo diode 

5 3 Second light sources 

4 Second photo diode 

5 Housing 

6 Measuring opening 

7 Micro-controller 
10 8 De-multiplexer 

9 Amplifier 

10 Filter 

11a, b First, second button 

12 Indication device 

15 13 Power supply 

14 First layer 

15 Carrier 

16 Second layer 

17 Third layer 
20 18 Fourth layer 



O 
M 

25 al, a2 
pl, P2 
N 

Port A, B, C, D 
AD /DA 
3 0 RAM 

EEPROM 

CPU 

RS 232 
35 PC 



Surface 

Measuring point 
First, second angle 
Third, fourth angle 
Standard 
Input /output 

Analog-digital converter 
Random access memory 

Electrically-erasable, programmable, 
read-only memory, non-volatile memory 
Central processing unit 
Interface 

Personal computer, data processing unit 
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